Guide to the Configuration and Use of SFTP Clients for
Uploading Digital Treatment Planning Data to QARC

The Quality Assurance Review Center has tested several SFTP client programs for submitting
digital data to QARC. These include one commercial package (Ipswitch WS FTP Pro) and two
free, open-source SFTP clients programs (FileZilla and WinSCP) for the Windows PC platform,
as well as the command-line sftp program (OpenSSH) in Linux. Procedures for configuring these
programs to submit data are outlined below.

Other client programs may also support upload of data to QARC as long as they are capable of
connecting to the SFTP/SSH2 server (sFTP.qarc.org, current IP address 174.67.111.241) using
network port 22. Configuration of these programs will likely be similar to those shown below.

WS FTP Professional (Windows PC)

WS FTP Professional is a commercial FTP client software package, available from Ipswitch, Inc.
(http://www.ipswitchft.com/Individual/Products/Ws_Ftp Pro/Evaluation.aspx). Versions of WS
FTP Pro as early as 8.02 are known to support SFTP/SSH2 connections. The example shown
below is for WS_FTP 12 Professional 2009.

Once it is installed, start up WS FTP Pro and click on “Connect” to open the Remote Host menu.
Click on “Create Site...”, enter a Site Name, and click [Next >]. The Site Name is how to

identify the Site, it can be QARC, the username (garc-xxx), etc.
® Connection Wizard i

Site Name

The Site Name is a label that helps you identify this site in the future.

For Example:
= My Auction Site
= My Personal Weh Site

This name will appear when you click Connect at the top left.

Site Mame:

IsFTF'.qarc.Urg

< Back I MHext > I Cancel
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In the Connection Type dialog, select “SFTP/SSH”. Click [Next>].

W Connection Wizard ﬂi

Connection Type =
WS_FTF allows you to connect to different types of servers.

WOTE: IF the information provided by your ISP or sender
administrator does not mention the server type, select FTP.

cBack [ Net> | Coce |

In the Server Address panel, enter “sFTP.garc.org”. Click [Next >].

. Connection Wizard I }..[
Server Address J
Every FTP server has a unigue address known as the Server
Address or Host Address. s

For Example: Z
= mywebpages.comcast.net e
» ftp.hometown.aol.com e
Enter the server address provided by your Internet Service Provider
(ISF) or your FTP server administrator. .
Server Addess:
|sFTF'.qarc.Drg
¢ Back | Meat > | Cancel
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Enter your login credentials, including your User ID (begins with “garc-“) and assigned
password. Click [Next >].

x|

User Name and Password
FTP servers require a user name and password.

Enter the user name and password provided by your Internet Service
Frovider (ISP} or the FTP sarver administrator.

NOTE: Entering & password below is not required. I you choose to
enter a password, WS_FTP will safely save that password for future
connections to this site,

< Back Meot Cancel

You should now be able to login to the SFTP server using the profile you have just configured.
When you connect to the server for the first time, you will be asked whether you wish to accept
the server’s host key. Click “Trust this key” and [OK] to accept the QARC ftpatc server host key.

T Untrusted 55H Server Key

Untrusted Public Key =

Select the level of trust you want to put in this key. If you don't want to
see this dialog again next time you connect to this site, then select Trust
this key. The key will be added to the trusted key store.

Key Type: DSA

Key Size: 1024

MD5 Fingerprint:
d4:3e:8b:81:79:88:dc:3b:78:5c:d6:2c:bd:3d:80: b9

SHA1 Fingerprint:
10:a0:be:60:16:76:ee:01:f9:26:5e:6f:5a:8c:a3:c9:20:81:6d:fa

-l

Allows this connection only

& Trust this key

D nat allow this connection

oK | Help |

You should see window similar to the one below with your local file system on the left side and
the remote (QARC SFTP server) directory on the right. Note that you are logged in to your
private home directory (/) on the SFTP server. You will only be able to modify files within your
own incoming directory.
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= Ipswitch WS_FTP Professional

© Connection:  View  Tools  Help

- 3y

- Connect  Dizconnect Mew Local View

G

Options  Wiews

Address sftp//sFTP.garc.og/

-

Local Search Backup Filez !

= UszerlD test

=olx]

PaSSWD[d LLIL 11112} ’
~ Connect to URL

3 DpenF%; Mode
My Computer | J’ =FTP.qarc.org | 94X
iEc = i Zl @ O @ = B
i Qs Lp Folders ! : Sl g Folders Cancel Transfer Mode g
; i3] & ] i q i i) ] | & ok . !
© Change Folder MewFolder “isw  Edi Esscuie fle * Change Folded Mews Folder Ji=v  Edil Execuie e Refresh Fensme Delete
Name | Size | Type | Modified | Marne | Size | Type | Modified | Atributes |
(1 Test File ... 2/26/20104:08.. _| __lincoming Folder  4/2/20106:59 PM
11 Test2 File ... 3/2/20104:45 PM =l README.TXT > JKB Tewt.. 11/20/2009 4:3.
(o _test File ... 2/26/201071:36 ..
LD File ... &4/23/2MM012 5...
) DaivBackups File ... 10/20/2003 3:0..
L Data File ... 5/4/201011:05..
5 dell File ... 11/6/20093.3..
I Documents and ... File... 11/3/2009710:4..
DR File ... 5/18/200810:2..
= drivears Fil= 12RI2007 9- AR =
< [ ol
61 object(s] - 210 GB w? Connected ta sFTP.qarc.org Z object(z] - 3 KB a
Information Window 2=
Source i | Statug | Frogress | Transfenedl Rate [kBps]l Time Leftl

" Transfer Manager | Transfer History | Connection Log

Double-click on the incoming directory icon to enter the /incoming directory. Click on the “New
Folder” icon on the right-hand side and enter a directory name to create a new directory in which
to upload data; enter a descriptive name for this directory. (Please use only alphanumeric
characters, “_”, and “-* and avoid using spaces in the directory name.) Click OK to create the
directory. Double-click the newly-created directory icon to enter this directory.

Navigate to the local directory containing the data files to be uploaded on the left-hand “Local

Site:” window. Use the right arrow in the middle to upload selected files from the local directory
(left side) to the QARC server (right side) Check the status window (bottom) to note the status of
file transfers. Select File > Disconnect to logout.

Please remember to send an email to ATCDicomRT@garc.org announcing your upload when

your transfer is complete.
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FileZilla (Windows PC)

FileZilla can be downloaded from SourceForge.net (http://sourceforge.net/projects/filezilla/ ),
Click on “Download FileZilla” and select the FileZilla executable for download (current version,
as of 05/06/10, is FileZilla_3.3.2.1_win32-setup.exe). Save and run this setup program on your
Windows PC.

Once it is installed, start up FileZilla and open File->Site Manager... (or type Ctrl-S). Click on
“New Site” and enter a name for this connection, e.g., qarc-inst. Fill in Site details as follows:
Host: sSFTP.qarc.org Port: 22 Server type: SFTP — SSH File Transfer Protocol Logontype:
Normal User: (enter the user name of your regular FTP account (begins with “garc-")
Password: (enter the assigned password for this account). Click [Connect].

Site Manager x|
' Select Entry: :
] General Indvanced I Transfer Setkings | Charset |
! | My Sites
L qarcinst Host: [sFTP.qare.org lF‘ort: [22
Server Type: ISFTP - 55H File Transfer Protocol j
Logan Type: INormaI j
User: |qarc-inst
Password: Ioooooooooo
Account: I
Comments:
- |
Tew Site | INew Folder |
Mews Bookmark: | Rename |
=
Delete | Copy |
Connect I oK Cancel

You should now be able to login to the SFTP server using the profile you have just configured.
When you connect to the server for the first time, you will be asked whether you wish to accept
the server’s host key (ex: “81:0e:26:07:2¢:¢2:20:9¢:21:b6:5d:¢9:80:b1:5e:e2”). Click “Yes” to
accept the QARC ftpatc server host key.

You should see window similar to the one below with your local file system on the left side and
the remote (QARC SFTP server) directory on the right. Note that you are logged in to your
private home directory (/) on the SFTP server. You will only be able to modify files within your
own incoming directory.
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F qarc-inst - sftp://qarc-inst @sFT illa- Y ] 53|

File Edt View Transfer Gerver Bookmarks

e E R [eie

| Hosk: I Username: I Password: I Pork: | Guickconneck IV|
(Command: Is _-J
Status: Listing directory |
Status: alculating bimezone offset of server. ..
(Corimand: mkime “incarming”
Fesponse: 1270249194
Shatus: Timezone offsets: Server: -14400 seconds, Local: -14400 seconds, Difference: 0 seconds,
Skatus: Directaory listing successful ﬁ
Local site: | ! | | Remote site: | ! :J
Bl ¢ My Computer ===
5_14!} e
e C: [Del-B2438F1)
- E -
[ G
._"+_‘~q- H:
Filename ~ I Filesizel Filetype | Lazt modified | | Filename * | Filesize] Filetype | Lazt modified | Permissions | 0y
QA: 3%-nch Floppy ... 9.
“e C [Del-52438F1) Local Digk ) incoming File Folder 422010 B590...  dowsnes-—- nc
0 CD Drrive [Z] README... 2686 TestDocur.. 11/20/2009 4:3.  -nesnes-— ne
g E: CD Dirive
S (5 Femovable Dizk —
e H: Remaoyable Dizk
= N CD Drive
S20: MOarcdbiUse... Wetwork Dirive =
K R _ | _’I‘Jﬂ | i
13 directaries 1 file and 1 directory. Total size: 2,686 bytes
Server/Local file I Direction I R emate file | Sizel Fricrity i Status
Queued files | Failed transfers ' Successful transfers

.g B | Queue: empty @@

Double-click on the incoming directory icon to enter the /incoming directory. Right-click on the
right-hand side and select “Create Directory” to create a new directory in which to upload data;
enter a descriptive name for this directory. (Please use only alphanumeric characters, “ 7, and *“-
“ and avoid using spaces in the directory name.) Click OK to create the directory. Double-click
the newly-created directory icon to enter this directory.

Navigate to the local directory containing the data files to be uploaded on the left-hand “Local
Site:” window. Click-drag-and-drop files from the local site to the remote site to upload them to
the QARC ftpatc server. Check the status window (bottom) to note the status of file transfers.
Select File > Disconnect to logout.

Please remember to send an email to ATCDicomRT@garc.org announcing your upload when
your transfer is complete.

WinSCP (Windows PC)

WinSCP can be downloaded from SourceForge.net (http://sourceforge.net/projects/winscp/ ),
Click on “Download WinSCP” and select the WinSCP executable for download (current version,
as of 05/06/10, is winscp427setup.exe). Save and run this setup program on your Windows PC.

Once it is installed, start the WinSCP3 program. You should see the WinSCP Login window.
Enter Session details as follows: Host name: sFTP.qarc.org Port number: 22 User name:
(enter the user name of your regular FTP account (begins with “garc-*“) Password: (enter the
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assigned password for this account). Private key file. (leave blank) Protocol: SFTP (allow

SCP fallback) Click “Save...”.

WinSCP Login

Frivate key file:

S_essi-:un T Sezsion
i Stored zeszions Host narne: Part number:

E nvironment =i
S ) sFTF.garc.omg 22 =
i Directonies I I =

35H Uzer name: Pazswaord:

Freferences -

Iqarc-lnst I TIITITT T

ISFTF‘ 'I ¥ Allow SCP fallback

~Protocaol
File protocol:
[ Advanced options
Abot, . Lahguages

Select colar

Login Save... Cloze

When you connect to the server for the first time, you will be asked whether you wish to accept
the server’s host key (“81:0e:26:07:2c:c2:20:9¢:21:b6:5d:¢9:80:b1:5e:e2”). Click “Yes” to

accept the QARC server host key.

warning

'i The zerver's host key was not found in the cache. You have no guarantes that the server iz the computer pou think it iz
L

The zerver's dez key fingerprnt is:

zzh-dzz 1024 d4:3e:8b:87:73:88: de: 3b: 78: B dB: 20:bd: 3d: 80 B3

If wou trust this host, press Yes. To connect without adding host key to the cache, prezs Mo, To abandon the connection press Cancel.

Continue connecting and add host key to the cache?

es Mo

| Cancel | Copy Kep | Help |

]|

Double-click on the incoming directory icon to enter the /incoming directory. Right-click on the
right-hand side and select “New —> Directory” to create a new directory in which to upload data;

enter a descriptive name for this directory. (Please use only alphanumeric characters,

,and “-

“and avoid using spaces in the directory name.) Click OK to create the directory. Double-click
the newly-created directory icon to enter this directory.
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aw/ - garc-inst.@sFTP.qarc.org - WinSCP

Local Mark Files Commands Session Options Remaote Help

8 - e @R DR o o 05 - Defaul - G-
ig =) | qarc-duk@sFTP.garc.org - ﬁ - %.]
E) My documenl = ) S~ =« E[2] 6 o |2 :I':E 0/ <roats M= RER IR AR W [ ?:E
C:ADocuments and Setti iy Documents
Mame =  Est Size | Type Changed «| | Mame = Eut Size | Changed Rights Olwner |
5. Parent directary BAM/2010 |CEincoming 4242010 7535,
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|[ZhCanon Scans File Falder 3162010
[ACD File: Falder 8/11/2008
|2y Downloads File Faolder K]
| Ewcel File Folder 5/14/2008
| FindéndR eplacePoject File Folder B/E/2010
[CMATLAB File Folder 5/14/2008
| Mine File: Folder 11/23/200
|Za My Archives File Faolder B/22/2007
|ty eBooks File Folder 342772008
é My Mugic File Falder 10/26/200
(2 My Pictures File: Folder 11177200
ﬂMy Shapes File Folder h/8/2007
P ko e Fila Faldar B R NNT
] il
0B of 1,105 MiB in 0 of 43 0B of 2686 B in 0 af 2

& F2Rename | | F4Edi 23 F5Copy 5 FEMove (5 F7 Create Directory 3¢ F8 Delete 1 F3 Properties W1 F10 Guit
& sFTr4 ootin

Navigate to the local directory containing the data files to be uploaded on the left-hand “Local
Site:” window. Click-drag-and-drop files from the local site to the remote site. Click on “Copy”
to upload them to the QARC server.

Copy status is displayed in a popup window:

Use Session->Disconnect to logout

Please remember to send an email to ATCDicomRT@garc.org announcing your upload when
your transfer is complete.

Command-line sftp (Linux)

A command-line sftp program (OpenSSH) is included with most Linux distributions. An
example of uploading all *.dcm files from a directory named data is shown below.
1. The cd data command is used to enter the user’s local data directory.
2. A connection to the SFTP server is opened using
sftp garc-inst@sFTP.garc.org (where garc-inst is the user name of your
regular FTP account. (The password of your regular FTP account is entered at the next
prompt.)
3. The cd incoming command is used to enter the user’s writable upload directory on the
SFTP server.
4. A new upload directory is created using the mkdir command, and cd is used to enter
the newly created directory.
5. Finally, the put *.dcm command is used to start the upload. (Note that, unlike the FTP
put command, wildcards may be used for put in sftp.)
6. The connection is closed using the quit command.

% cd data
% sftp garc-inst@sFTP.garc.org
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Connecting to sFTP.garc.org. ..

The authenticity of host "sFTP.qarc.org (174.67.111.241)"
can"t be established.RSA key fingerprint is
81:0e:26:07:2c:c2:20:9¢c:21:b6:5d:¢c9:80:bl:5e:e2.

Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added "sFTP.qgarc.org®” (RSA) to the
list of known hosts.

garc-inst@sFTP.garc.org"s password:

sftp> cd incoming

sTtp> mkdir TEST_Feb_22 2007

sftp> cd TEST_Feb_22 2007

sftp> put *.dcm

Uploading CT020001.dcm to
/incoming/TEST _Feb 06 2006/CT020001.dcm

CT020001.dcm

CT020001.dcm

100% 513KB 843.2KB/s  00:00

Uploading CT20002.dcm to Zincoming/TEST Feb 06 2006/CT20002.dcm
CT020002.dcm

CT020002.dcm

100% 513KB 753.9KB/s  00:00

sftp> Is

CT020001.dcm
CT020002 .dcm
sfttp> quit

%

More complete instructions for using this program are found in the Linux sftp manual page.
Please remember to send an email to ATCDicomRT@garc.org announcing your upload when
your transfer is complete.
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